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Social Network Analysis and Crime Prevention

Giulia Berlusconi

Abstract Social network analysis (SNA) has proven its value in refining crimi-
nological concepts and theories to aid the understanding of social processes be-
hind crime problems and to assist law enforcement agencies in enforcing crime.
Social network methods and techniques have a great value for crime prevention as
well. SNA can be adopted to study crime epidemics and gang-related violence to
identify proper violence reduction strategies. Furthermore, the adoption of a net-
work approach can help understand the etiology and dynamics of criminal groups
and assess the implications of different disruption strategies, thus limiting network
reorganization. This chapter discusses the network approach in criminology and
its value for crime prevention.

Introduction

Social network analysis (hereafter SNA) has been increasingly adopted by both
criminologists and law enforcement agencies to study crime. It refers to the analy-
sis of the patterns of social interactions among actors and how these patterns in-
fluence individual behaviors (Wasserman & Faust, 1994). In criminology, SNA
has proven to be a valuable tool for the study of personal and neighborhood net-
works and their influence on crime and for the analysis of criminal groups.

This chapter discusses the network approach in criminology and the various ar-
eas of the application of SNA in the criminological context. It describes how SNA
is a valuable tool not only for research but also for law enforcement purposes.
Within law enforcement agencies, SNA methods and techniques have mainly been
used for the purpose of crime enforcement. In the context of this contribution, it is
argued that social network methods and techniques have great value for crime
prevention as well.
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Crime and Social Network Analysis

Less than two decades ago, Nigel Coles (2001) suggested that it’s not what you
know, but who you know that counts (emphasis in the original). Coles was con-
vincingly arguing for the adoption of SNA in the study of crime and, in particular,
of criminal groups. Indeed, “social network analysis has the very real potential to
uncover the complexities of criminal networks” (Coles, 2001, p. 581). This poten-
tial exists, according to the author, not only in a set of methodological techniques
but also in two valuable insights: (1) every individual is part of a larger social sys-
tem whose participants infl uence his behavior and (2) the pattern of interaction
with other actors often follows certain rules or regularities (Coles, 2001; see also
Galaskiewicz & Wasserman, 1994; Knoke & Kuklinski, 1991). Analyzing such
regularities could help unpack criminal groups, their activities, and organizations.

While suggesting the great potential of SNA for studying organized crime,
Coles (2001) complained about the failure of criminologists to adopt SNA’s con-
cepts and methods to better understand criminal groups. Ten years later, in a re-
view of the applications of SNA in criminology, Papachristos (2011) sadly
acknowledged that only a very limited number of papers adopting network analy-
sis had been published in criminology journals, compared to sociology and public
health papers. This neglect was even more striking considering the number of
network-related concepts and images that permeate criminological theories (e.g.,
social control, peer influence).

The skepticism by criminologists towards SNA may be partially due to the fact
that it implies a departure from most traditional regression-oriented approaches
that assume independence among the variables (Emirbayer, 1997; Papachristos,
2011). SNA considers social actors as interacting units. Furthermore, these inter-
actions shape individuals’ behaviors, including deviant ones. Therefore, from a
theoretical point of view, SNA emphasizes the interdependence among actors ra-
ther than their independence. As a consequence, the independence assumption as
the basis of most causal analyses using regression models is no longer valid and
new methods have to be applied (Papachristos, 2011).

From a methodological point of view, SNA encompasses a range of techniques
rooted in mathematical graph theory (Carrington, Scott, & Wasserman, 2005;
Wasserman & Faust, 1994). Social networks consist in a set of nodes (or vertices)
and the edges (or lines) among them. The former can be represented by individu-
als, groups, or even countries, while the latter exist when a relation is present be-
tween two nodes. Edge connecting nodes may have different meanings (e.g.,
friendship, exchange of information, co-offending) and may have various proper-
ties. Indeed, the weight or the direction of the edges may be specified, for exam-
ple, by counting the number of telephone calls between two actors or by recording
the sender and the receiver of the call (Scott, 2000; Wasserman & Faust, 1994).

In their reviews of studies applying SNA in criminology and its methods and
data collection strategies, various authors have demonstrated the versatility of this
approach (Calderoni, 2014b; Carrington, 2011; Grannis, 2014; Haynie & Soller,
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2014; McGloin & Kirk, 2010; Papachristos, 2006, 2011; Piquette, Smith, & Papa-
christos, 2014; Radil, 2014). Carrington (2011) identifies three main areas of ap-
plication of SNA in criminological research.

First, SNA can be adopted to research the influence of personal networks on
crime and, more generally, on delinquent behavior. This category includes studies
on the consequences that personal networks may have on juvenile delinquency or,
in fewer cases, on adult criminality (e.g., Ennett et al., 2006; Haynie, 2001, 2002;
Kreager & Haynie, 2011; McGloin, 2009; Payne & Cornwell, 2007). Such anal-
yses use social networks as independent variables to explain crime across the pop-
ulation. Indeed, the structure of social relations (i.e., the attributes of personal
networks) is considered an explanatory variable of crime and delinquent behavior
in addition to individual characteristics (Haynie & Soller, 2014; Papachristos,
2011).

A second category of studies adopting SNA in criminological research encom-
passes the analyses of neighborhood networks and their influence on crime (Car-
rington, 2011). Recognizing the importance of the “neighborhood effects” on
crime (Sampson, Morenoff, & Gannon-Rowley, 2002), these studies adopted SNA
to assess the facilitating and deterring effects that the structural properties of
neighborhood networks have on crime and delinquency rates (Soller & Browning,
2014). Recent studies also focused on interactions among neighborhoods and the
effects of these interactions on crime by integrating spatial and social network
methods. Drawing on the idea that “observable outcomes in one neighborhood are
partly the product of social actions and activities that can stretch beyond local
communities” (Radil, 2014, p. 4995; see also Morenoff, Sampson, & Raudenbush,
2001), some authors have started to model proximity not only in georaphical terms
but also in social network terms (e.g., Tita & Radil, 2010). Levels of crime in a
neighborhood are thus influenced by features of both geographically proximate lo-
cations and places connected by social ties (e.g., rivalries among gangs) (Radil,
2014).

Finally, SNA has been adopted to explore and model the organization of crime

(Carrington, 2011). Street gangs (e.g., McGloin, 2007; Papachristos, 2006), ter-
rorist groups (e.g., Krebs, 2001; Rothenberg, 2002), and organized crime groups
(e.g., Bright, Caitlin, & Chalmers, 2012; Calderoni, 2012; Campana, 2011; Mor-
selli, 2009; Natarajan, 2006; Varese, 2013), as well as illicit markets and co-
offending networks (e.g., Bichler, Schoepfer, & Bush, 2015; Heber, 2009; Malm,
Bichler, & Nash, 2011), have been analyzed through the lens of SNA. In recent
years, scholars have also adopted SNA to study online networks (e.g., Décary-
Hétu, 2014a; Décary-Hétu & Dupont, 2012). In this context, the network is ana-
lyzed as a dependent variable and social network techniques are adopted to de-
scribe the criminal group and its main structural properties (Papachristos, 2011).
Indeed, SNA makes it possible to seek, rather than assume, the structure of a crim-
inal group (Morselli, 2009). Therefore, within this approach, all types of organiza-
tions, from decentralized to hierarchical, are conceived as networks of collaborat-
ing criminals, and the structural properties of such networks are subject to analysis
through social network measures.



As Carrington (2011, p. 244) notes, “this research tends to be exploratory and
descriptive rather than theory-testing,” although SNA also allows scholars to test
hypotheses from the literature and compare criminal networks across countries or
markets (Calderoni, 2014b; Papachristos, 2011). For instance, the idea that hierar-
chy does not play a pivotal role in mafia associations in specific circumstances
such as international drug trafficking can be tested and possibly supported by em-
pirical studies (see Calderoni, 2012). In recent years, scholars have started to
adopt statistic models for social networks to identify the social processes underly-
ing illicit network formation and development as a consequence of both endoge-
nous and exogenous factors (Bichler & Franquez, 2014; Boivin, 2014; Everton &
Cunningham, 2014; Berlusconi, Aziani, & Giommoni, 2015). Therefore, SNA al-
so fosters an understanding of the etiology and dynamics of criminal groups and
illicit trade networks.

The adoption of SNA in criminology has proven to be a valuable tool for vari-
ous reasons. First, it can help refi ne criminological theories founded upon the idea
that personal—and neighborhood—networks play a role in the etiology of devi-
ance and crime (Papachristos, 2014). Second, it helps understand complex organi-
zations such as organized crime and terrorist groups. As a consequence, academics
and law enforcement agencies have adopted SNA for crime enforcement purposes
(Calderoni, 2014b).

Social Network Analysis and Crime Enforcement

If scholars were skeptical about the adoption of SNA to study crime, others direct-
ly involved in criminal intelligence recognized its potential for the analysis of
criminal networks (Coles, 2001). In this context, SNA has been considered a valu-
able tool almost exclusively to study criminal groups for the purpose of crime en-
forcement.

Since the 1970s, law enforcement agencies have increasingly applied link anal-
ysis “to portray the relationships among suspected criminals, to determine the
structure of criminal organizations, and to identify the nature of suspected criminal
activities” (Harper & Harris, 1975, p. 157). Link analysis is adopted for both tacti-
cal and strategic intelligence analysis, as it allows the identification of connections
among individuals using information on activities, events, and places (Sparrow,
1991a; Strang, 2014; Van der Hulst, 2009). The output of this type of analysis is a
two-dimensional representation of actors and the relations among them. The
stronger the relationship between two actors, the closer they will be displayed in
the graph representing the network (McAndrew, 1999).

Link analysis has the advantage of visually representing criminal networks
starting with the law enforcement data. However, this analysis is not interested in
the mechanisms behind the formation and persistence of criminal networks. Fur-
thermore, since it does not entail any mathematical computation, the way connec-
tions among actors are represented in the graph are likely to influence the under-
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standing of the network under analysis. For instance, actors in the center or at the
top of the graph may be interpreted as central actors or leaders regardless of their
values of degree or betweenness centrality (Klerks, 2001; McGrath, Blythe, &
Krackhardt, 1997; Van der Hulst, 2009).! Instead, SNA enables the analysis of the
structural properties of criminal networks through a set of measures based on
mathematical graph theory. Network properties are thus calculated rather than in-
ferred from a graph representing the criminal group (Davis, 1981; McAndrew,
1999).

Since the 1980s, the adoption of SNA for strategic analysis and enforcement of
criminal groups has been advocated by several authors, including law enforcement
analysts (Davis, 1981; Lupsha, 1980, 1983). In the following years, the adoption
of SNA to criminal intelligence was also promoted by scholars researching orga-
nized crime. A common argument for its adoption was that its techniques allow an
in-depth analysis of the internal configuration of criminal groups and are thus val-
uable for research, intelligence, and investigation. However, in most cases, such
claims were not supported by empirical analyses of criminal organizations (lanni
& Reuss-lanni, 1990; McAndrew, 1999; Sparrow, 1991b; Van der Hulst, 2009).

Van der Hulst (2009) identified various fields of crime enforcement in which
SNA could provide valuable insights. SNA could help identify the key actors to be
removed from the network to achieve destabilization and predict the impact of
their removal as a consequence of an arrest by law enforcement agencies. Social
network techniques could also help identify aliases through the analysis of actors
with similar patterns of connections, especially in the case of large investigations,
and they could provide evidence for prosecution. Furthermore, SNA may help
identify potential defectors according to their position in the network (Faulkner &
Cheney, 2015). SNA is currently adopted by law enforcement agencies. Duijn and
Klerks (2014) describe the Dutch experience and the benefits for intelligence and
investigation. According to the authors, SNA is particularly useful in guiding op-
erational intelligence projects with the aim to identify strategies to target and dis-
rupt criminal networks. For instance, the analysis of the topology of a network en-
ables to define the targeting strategy that is likely to lead to the maximum of
network disruptions (Xu & Chen, 2008).

Despite evidence of positive experiences with the adoption of network tech-
niques for intelligence and investigation, law enforcement analysts also show
some skepticism towards SNA, mainly because they do not observe any signifi-
cant advantage offered by current applications to crime enforcement, especially
for long-term investigations in which police agencies managed to gather detailed
knowledge on the suspects from different sources (e.g., wiretapping, background
checks) (Calderoni, 2014b). Nonetheless, SNA can be useful for intelligence col-
lection. In particular, it can aid ongoing investigations in identifying key individu-

! Degree and betweenness measure an actor’s centrality within a network. Degree centrality
measures the number of nodes with which each node is connected. Betweenness centrality
measures the extent to which a node lies on the shortest path between any two other nodes (Was-
serman & Faust, 1994).
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als and subgroups within a larger network of co-offenders, and suggesting effec-
tive strategies for network disruption (Strang, 2014). For instance, Calderoni
(2014a) described how SNA can be useful to identify mafia bosses with limited
information. Contrary to most network studies on criminal groups, the author re-
trieved the network structure using information on meetings among co-offenders,
which is easily accessible also at the preliminary stages of a criminal investigation
and is not conditioned by a court order. In the context of a hierarchical organiza-
tion such as the Italian ‘Ndrangheta, individual positions within the network (e.g.,
degree and betweenness centrality scores) can help identify the leaders of the
criminal group with limited information and resources (Calderoni, 2014a).

SNA also supports strategies to disrupt criminal organizations (Strang, 2014).
The benefit of the adoption of network techniques is twofold: the vulnerabilities of
criminal networks to different types of attacks can be identified, and destabiliza-
tion strategies can be selected and tested through simulations. Indeed, not all net-
works are equally vulnerable to attacks. Disruption strategies cannot be similarly
applied to all criminal organizations; rather, they should be established by consid-
ering the variations in the structure of criminal groups (Malm & Bichler, 2011;
Malm, Bichler, & Van De Walle, 2010; Xu & Chen, 2008).

SNA enables analysts to assess the topological features of criminal networks
and thus their vulnerability to attacks based on both network measures and indi-
vidual characteristics. Through the simulation of different types of attacks, it has
been demonstrated that the removal of bridges (i.e., actors with high betweenness
centrality scores) is likely to cause more damage to criminal networks. Random
attacks, i.e. the random removal of nodes, are instead not likely to cause the dis-
ruption, or even the fragmentation, of such networks (Keegan, Ahmed, Williams,
Srivastava, & Contractor, 2010; Xu & Chen, 2008).

SNA has proven to be a useful tool for crime enforcement. Indeed, it provides a
set of measures that enable law enforcement agencies to identify actors with a
prominent position within a criminal network and assists them in selecting the best
strategies for network disruption. Recent developments in the application of SNA
in criminological research suggest that it can be a valid instrument for crime pre-
vention as well.

Moving Forward: SNA and Crime Prevention

Besides favoring advancements in research on crime and supporting law enforce-
ment agencies during criminal investigations, SNA can assist in preventing crime
and emergent crime problems (Strang, 2014). Recent studies provide good exam-
ples of the value of SNA for crime prevention.

If we consider social networks as independent variables to explain crime and
victimization across the population, SNA can be adopted to study crime epidemics
and identify individuals who are more likely to be involved in gunshot episodes. If
networks are analyzed as dependent variables, the adoption of a network approach
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can help understand the etiology and dynamics of criminal groups and networks.
SNA enables analysts to predict leadership roles within criminal organizations, as
well as the implications of disruption strategies, thus avoiding network reorganiza-
tion and the committing of more crimes. Furthermore, the adoption of a network
approach to gang-related violence can help to identify targeted prevention strate-
gies to reduce homicides and nonlethal shootings.

SNA has been used to explain how personal networks influence delinquent be-
havior. Similarly, SNA can help identify individuals who are more likely to be a
victim of gunshot injuries as a consequence of both personal characteristics and
those of their social networks (Papachristos, Braga, & Hureau, 2012). The tradi-
tional criminological approach to crime epidemics—i.e., the dramatic increase in
crime in a specific location and within a restricted period of time—evaluates an
individual’s risk of victimization based on a series of individual, situational, and
community risk factors. However, crime is highly concentrated within populations
and neighborhoods characterized by the presence of such risk factors (Papachris-
tos, 2011).

Papachristos and colleagues (Papachristos et al., 2012; Papachristos, Wilde-
man, & Roberto, 2015) explored the relationship between social networks and the
risk of gunshot injury and demonstrated how SNA can help assess an individual’s
risk of being a crime victim or an offender, by analyzing his/her personal network.
Evidence of a relationship between social distance and gun victimization was
found in a study conducted in Boston’s Cape Verdean community. Indeed, “the
closer one is to a gunshot victim, the greater the probability of one’s own victimi-
zation, net of individual and other network characteristics” (Papachristos et al.,
2012, p. 999). Another study conducted in Chicago confirmed the association be-
tween the presence of gunshot victims in one’s social network and his/her proba-
bility of victimization (Papachristos et al., 2015).

These studies demonstrate the utility of SNA to understand the risk of gun vio-
lence in urban areas and identify proper prevention strategies. Recognizing that
the risk of victimization is highly concentrated within communities and associated
with specific behaviors such as co-offending allows to direct prevention efforts
towards specific segments of the population, instead of targeting the population at
large or high-risk neighborhoods. SNA may thus support violence reduction strat-
egies by redirecting resources to specific locations and segments of the population
(Papachristos et al., 2012, 2015).

SNA can also be adopted to predict an individual’s future involvement in gang-
related activities after his/her participation in a murder. McCuish, Bouchard, and
Corrado (2015) studied a homicide co-offending network whose members were
part of the Canadian BC gang and found that homicide offenders were not recruit-
ed within the co-offending network, but they had high-ranking positions after the
homicides. Therefore, involvement in gang homicides appears to be relevant for
the criminal career of gang members. Following the criminal trajectories of ado-
lescents involved in homicides after their release could help concentrate investiga-
tive efforts and adopt preventive measures targeting these individuals.



The adoption of a network approach can also help in understanding the struc-
tural properties of criminal groups and networks, as well as their etiology and dy-
namics. SNA can be used not only to identify leadership roles within criminal
groups but also to predict such roles at the early stages of an investigation. Calde-
roni expanded on a previous study (Calderoni, 2014a) and demonstrated how us-
ing only information on meeting attendance, which is more easily accessible than,
for example, wiretap records, makes it possible to predict criminal leadership and
thus prevent criminal groups from operating (Calderoni, 2015).

The author analyzed a criminal group belonging to the ‘Ndrangheta through the
network based on attendance at mafia meetings. The investigation was divided in-
to four time periods of increasing duration. A logistic regression model was run
for each of the four periods with leadership (leader=1) as the dependent variable
and centrality measures as the independent variables, controlling for a prosecution
bias and the number of meetings attended by each actor. The results showed that
after the first year of investigation and only 34 meetings, it was possible to suc-
cessfully identify the role of 75.6% of all actors involved in the criminal investiga-
tion (Calderoni, 2015).

SNA may thus assist law enforcement agencies in the early identification of
relevant actors and in the selection of individuals to be wiretapped. It could also
enable “the adoption of preventive measures with the aim of hindering the activi-
ties of criminal organizations” (Calderoni, 2015, p. 105). Indeed, by identifying
the leaders in advance, it would be possible to concentrate investigative efforts
and allocate resources for the electronic surveillance of a limited number of per-
sons, as well as to adopt personal preventive measures or apply special surveil-
lance orders.

The development of statistical models to study network evolution may help
criminologists go beyond mere descriptive analyses and understand the dynamics
of criminal groups. SNA is adopted to support ongoing criminal investigations
with the purpose of identifying potential network vulnerabilities and strategies for
disruption (Strang, 2014). However, little information is available on the conse-
quences that different disruption strategies may have on the structure and activities
of criminal groups (Duijn & Klerks, 2014). Traditional enforcement strategies tar-
geting leaders are not always applicable, especially in the case of loose networks
of collaborating criminals. Moreover, the removal of critical nodes does not auto-
matically entail an increase in the vulnerability of a criminal organization, or its
disruption, because network flexibility and high turnover may reduce the effects of
law enforcement targeting (Bright, Greenhill, & Levenkova, 2014; Carley, Lee, &
Krackhardt, 2002; Décary-Hétu, 2014b; Morselli, Giguere, & Petit, 2007). Hence,
the impact of law enforcement interventions is not necessarily negative because it
may result in better adaptation of the targeted criminal group rather than its dis-
ruption (Ayling, 2009).

SNA can identify the structural properties of criminal networks and their
changes over time. By analyzing how criminal networks recover from arrests and
other law enforcement interventions (e.g., drug or asset seizures), SNA can pro-
vide insights into the adaptation of criminal groups to law enforcement targeting.
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Therefore, social network techniques may help assess the implications of different
disruption strategies and select those that limit network reorganization and the re-
sulting committing of more crimes (Berlusconi, 2014; Bright, 2015). Indeed, ana-
lyzing criminal networks and their changes over time as a consequence of law en-
forcement interventions enables analysts to predict the impact of the arrest of key
actors on the structure and activities of such networks (Ianni & Reuss-lanni,
1990).

Recently, longitudinal modeling techniques have been applied to analyze the
relationship between the structure and resilience of criminal networks and law en-
forcement strategies. Everton and Cunningham (2014) demonstrated how ap-
proaches that use non-coercive means can shape the structure of criminal networks
and make them more vulnerable to further attacks which target critical nodes.
Similarly, dynamic modeling has been applied to illicit trade networks, such as the
gun trade (Bichler & Franquez, 2014). Indeed, SNA can help identify the conse-
quences of various strategies to disrupt criminal groups and other types of illegal
networks, such as online child exploitation networks and other clandestine online
networks (Keegan et al., 2010; Kila & Bouchard, 2015).

Finally, SNA can help map the rivalries among gangs and the related violence
for the purpose of understanding the patterns of gang-related violence and predict-
ing future conflicts (Piquette et al., 2014). For instance, Descormiers and Morselli
(2011) analyzed how gang-level attributes (e.g., ethnicity) and other factors (e.g.,
proximity of gang turf) help to anticipate conflicts among gangs in Montreal. Sim-
ilarly, Papachristos (2009) focused on retaliation among gangs in Chicago and de-
scribed how patterns of gang-related violence can be explained by prior conflict
relations and the position of the gangs within rivalry networks.

Other studies modeled the effects of both geographic and network processes on
gang violence. They found that both spatial proximity and prior conflicts (i.e., ri-
valries among gangs) influence the patterns of gang violence (Brantingham, Tita,
Short, & Reid, 2012; Papachristos, Hureau, & Braga, 2013; Radil, Flint, & Tita,
2010; Tita & Radil, 2011). These studies consider networks as the dependent vari-
able, whereas explanatory variables include properties of the network (e.g., reci-
procity), of the nodes (e.g., size of the gang, ethnicity), and of the location (e.g.,
poverty level in a neighborhood), as well as spatial proximity of gangs’ turfs and
other social processes (Papachristos, 2011).

Analyses of gang-related violence adopting a network approach may suggest
interventions at the gang level that could prevent specific groups from perpetrating
violence against rival gangs (Papachristos, 2009). For instance, gang injunction
policies may be revisited to incorporate the results from the network analysis of
gang rivalries and alliances and to consider the event of a reorganization of the
gangs targeted by injunctions. Insights into the effects of intervention strategies
may also be acquired through the adoption of network models that simulate gang-
related violence and predict future events (Hegemann et al., 2011; Tita, Butts,
Valasik, & Brantingham, 2012).
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Conclusions

Criminological studies adopting a network approach suffer from a number of limi-
tations and methodological problems. Much research is still exploratory or de-
scriptive in nature. Furthermore, scholars often rely on law enforcement data char-
acterized by missing information and fuzzy network boundaries (Berlusconi,
2013; Carrington, 2011; Malm et al., 2010; McGloin & Kirk, 2010; Morselli,
2009; Von Lampe, 2009).

Nonetheless, SNA has proven its value in refining criminological concepts and
theories to aid the understanding of social processes behind crime problems, and
to assist law enforcement agencies in enforcing and preventing crime. Future de-
velopments will hopefully go beyond a descriptive approach and will rely on more
complete and new data sets, thus being able to guide policy decisions and crime
prevention programs.
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